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L’objectif de ce document est de fournir une procédure détaillée pour 1’installation et la
configuration d’un serveur de messagerie avec relais SMTP sur une plateforme Linux Debian,
permettant de transmettre les courriels via une boite mail Office 365.

De maniere complémentaire, ce document décrira les étapes précises pour installer le serveur,
configurer les parametres nécessaires a I’authentification et a la sécurisation des échanges, et
assurer une intégration fluide entre le serveur SMTP et la plateforme Office 365.

En annexe, cette procédure détaillera les actions spécifiques a effectuer pour paramétrer le systeme
Linux Debian, tester le relais SMTP, et valider la bonne transmission des courriels vers les
destinataires internes et externes.




Installation d’un serveur de messagerie sur Linux Ref. Version 1.0.1

Debian Bookworm av?c un relai SMTP vers les boites Date:27/11/2024
mails Office 365 Page: 6/21

Expression des besoins

Dans le cadre d’une optimisation des services de communication interne et externe, la direction
informatique nous demande de mettre en place un serveur de messagerie avec un relais SMTP
intégré. Ce serveur permettra de transmettre les courriers électroniques via une boite mail Office
365, conformément aux standards de sécurité et de performance de 1’entreprise.

La solution retenue par la direction informatique repose sur I’installation et la configuration d’un
serveur dédié, agissant comme relais SMTP, qui sera en mesure de gérer I’acheminement des
messages tout en s’intégrant de maniére transparente avec la plateforme Office 365. Cette
architecture garantit une communication fiable, rapide et sécurisée, tout en respectant les meilleures
pratiques en matiere de gestion des flux de messagerie.

Le serveur sera accessible depuis tous les postes connectés au réseau interne de I’entreprise et
prendra en charge les authentifications nécessaires pour le transfert sécurisé des courriels vers les
destinataires internes et externes.

SMTP

Cet acronyme signifie « Simple Mail Transfer Protocol ». Il s'agit d'un protocole standard utilisé
pour l'envoi de courriers électroniques sur Internet. SMTP permet la transmission des messages
entre serveurs de messagerie ainsi que l'envoi des emails depuis des clients de messagerie. Ce
protocole fonctionne généralement sur le port 25 ou le port 587 pour les connexions sécurisées.

Office 365

Cet outil désigne une suite de services cloud proposée par Microsoft. Elle inclut des applications
telles que Word, Excel, PowerPoint, ainsi que des services en ligne comme Outlook pour la
messagerie électronique, OneDrive pour le stockage, et Teams pour la collaboration. Office 365 est
accessible par abonnement et permet une utilisation sur divers appareils, avec des fonctionnalités
intégreées de synchronisation et de collaboration en temps réel.
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Pour réaliser cette configuration, il est nécessaire de disposer d’un systéme informatique capable de
faire fonctionner :

* Le service Postfix, pour assurer les fonctions de messagerie et le relais SMTP.
* Le paquet mailutils, afin de permettre les tests d’envoi de courriers €électroniques.
* Le paquet openssl, indispensable pour sécuriser les connexions avec TLS.

Cette installation doit étre effectuée sur un ordinateur utilisant le systeme d’exploitation GNU
Linux Debian Bookworm. L’utilisation d’autres distributions ou versions de Linux est
envisageable, mais leur compatibilité avec cette procédure n’a pas été vérifiée.

Etant donné sa technicité, cette documentation est destinée aux techniciens informatiques disposant
de solides compétences en systémes et réseaux, avec une expertise particuliere dans 1’utilisation du
systeme d’exploitation GNU/Linux Debian.

Dans cette partie du document, nous allons parler des criteres de configurations suivants :

Eléments de configuration réseau

* Le nom de la machine faisant fonctionner le service de messagerie est : mailserver.
* Le nom FQDN (Fully Qualified Domain Name) de 1'hdte est : mailserver.alizee.

* Ce nom est utilisé¢ dans la configuration des directives SMTP et DNS.

* L'adresse IP statique du serveur est : 10.192.22.5/24

* La passerelle par défaut est : 255.255.255.0

* Les serveurs DNS configurés sont : 8.8.8.8 et 8.8.4.4.

Ces paramétres garantissent une configuration réseau adaptée pour un serveur de messagerie avec
relais SMTP.
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Eléments de configuration applicatif

Le service de messagerie utilisé est : Postfix.

Le fichier principal de configuration de Postfix est situé a : /etc/postfix/main.cf.
Le relais SMTP configuré est : smtp.office365.com sur le port 587.

Les parametres d'authentification SMTP incluent :

* Nom d’utilisateur : alizee-lecerf(@ mailserver.alizee..com.
* Mot de passe : *****#** (stocké dans le fichier /etc/postfix/sasl _passwd).
Les extensions TLS activées pour sécuriser les connexions :

» Certificat CA utilisé : /etc/ssl/certs/ca-certificates.crt.
Le format d'encodage des caractéres utilisé dans les messages est : UTF-8.

Les journaux de messagerie sont générés dans le fichier : /var/log/mail.log.

Ces paramétres assurent une configuration applicative fonctionnelle et sécurisée pour un serveur de
messagerie utilisant un relais SMTP vers Office 365.

Le meilleur choix d'infrastructure est porté sur la mise en place de matériel performant et
compatible avec les besoins d'un serveur de messagerie. L'installation du systéme d'exploitation
sera réalisée avec une distribution GNU/Linux Debian en version 64 bits.

11 est nécessaire que la machine soit correctement intégrée au réseau local (résolution des noms
DNS, carte réseau configurée, adresse IP active, passerelle par défaut) et qu'elle dispose d'un acces a
Internet pour assurer son bon fonctionnement avec Office 365.

Les spécifications matérielles suivantes ont été retenues :

Processeur : 64 bits avec support du multi-threading.

Mémoire RAM : 4 Go ou plus, selon les besoins.

Stockage : Disques SSD en RAID 1 pour la fiabilité et la performance.
Réseau : Carte réseau Gigabit Ethernet pour une connectivité stable.

Ces caractéristiques garantissent un environnement fiable et performant pour un serveur de
messagerie avec relais SMTP.
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* Il est possible de télécharger n’importe quelle distribution binaire de Debian, en

version stable 64 bits sur cette page internet :
https://www.debian.org/CD/http-ftp/

Les autres logiciels sont des logiciels que nous pouvons télécharger directement depuis le dép6ts de

Debian avec une ligne de commande

¢ Postfix, serveur SMTP :

Disponible directement via les dépots Debian avec la commande :

# sudo apt install postfix

* mailutils, pour tester les fonctionnalités de messagerie :
Téléchargeable via les dépots Debian avec la commande :

# sudo apt install mailutils

* openssl, pour la gestion des connexions sécurisées :
Inclus dans les dépots Debian avec la commande :

# sudo apt install openssl

Tous ces logiciels sont facilement accessibles depuis les dépots officiels de Debian pour garantir

leur compeatibilité et leur sécurité.

Pour garantir un encodage cohérent et universel des caractéres, il est recommandé que I'ensemble
du systeme utilise I'encodage UTF-8. Cet encodage permet de prendre en charge un large éventail
de langues et de symboles, que ce soit pour 'affichage des pages web dans les navigateurs, le
stockage des données dans les bases de données MySQL, ou encore 1'écriture et la lecture des

fichiers texte sur le systéme.

A la fin de l'installation de votre systéme Debian, assurez-vous de configurer l'environnement pour
utiliser par défaut la locale fr FR.UTF-8, afin d'éviter les problémes d'affichage ou de

compatibilité liés aux caracteres spéciaux.
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En premier temps, il faut s’assurer que le systéme est a jour :

# sudo apt update
# sudo apt upgrade
Ensuite, il faut installer les paquets :

# apt-get install postfix libsasl2-modules

Lors de la configuration de Postfix, il faut choisir Site Internet et entrer son nom de domaine.

Pour la configuration de Postfix, elle se fait dans le fichier /etc/postfix/main.cf. Il est possible de
trouver un fichier de configuration complet dans /usr/share/postfix/main.cf.dist.

En premier temps, nous allons faire une copie du fichier /etc/postfix/main.cf afin de garder le fichier
par défaut en cas de probléme.

# cp /etc/postfix/main.cf /etc/postfix/main.cf.l

Ensuite il faut aller dans le fichier de configuration afin de le modifier :

# nano /etc/postfix/main.cf
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Nous allons modifier le fichier de configuration :

# Configuration TLS client SMTP

smtp use tls = yes

smtp tls security level = may

smtp tls CAfile = /etc/ssl/certs/ca-certificates.crt

# Gestion reecriture domaine

sender canonical classes = envelope sender, header sender

sender canonical maps = regexp:/etc/postfix/sender canonical maps
smtp header checks = regexp:/etc/postfix/smtp header check
masquerade domains = Smydomain

# Gestion des redirections et options des boites
myorigin = /etc/mailname

smtpd banner = mail.server. ESMTP alizee-lecerf

biff =

mydomain = mailserver.alizee.

myhostname = mailserver.

mail name = alizee-lecerf
append dot mydomain = yes
compatibility level = 3.6

mydestination =
recipient delimiter +
mailbox size limit = 5242880

# Configuration relais
relayhost = [smtp.office365.com]:587

mynetworks = 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128

# Configuration interfaces
inet interfaces = loopback-only
inet protocols = ipv4
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Nous allons maintenant enregistrer le login et le mot de passe utilisé avec le serveur SMTP, il faut
aller dans le fichier /etc/postfix/sasl passwd avec la commande :

# nano /etc/postfix/sasl passwd

Dans le fichier, il faut rentrer :

[smtp.office365.com] :587 alizee-lecerf@mailserver.alizee.com:Not24get]

I1 faut ensuite remplacer ’adresse d’expédition par I’adresse de login,
En premier temps dans le fichier /etc/postfix/sender canonical maps :

On va spécifié le nom du domaine a utilisé comme origine dans le fichier /etc/mailname :

mailserver.alizee.com

Ensuite on demande a Postfix de prendre en compte notre nouvelle configuration :

# postmap /etc/postfix/sasl passwd
# service postfix restart

Dans cette partie, nous allons faire des tests afin de voir si notre configuration fonctionne bien.

Pour tester il suffit de rentrer cette commande :

echo "test" | mailx -s "test" nomdestinataire@example.co

Si la configuration est correcte, alors dans le répertoire
/var/mail/vmail/example.com/nomdestinataire/new, un fichier mail correspondant au message
envoyé devrait étre présent.
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Vous pouvez trouver dans cette partie des documentations supplémentaires si cela est nécessaire.

https://antoinepernot.fr/articles/installation-mail#1

https://www.formatux.fr/formatux-services/module-070-postfix/index.html

https://perhonen.fr/blog/2016/05/configurer-postfix-avec-le-smtp-office365-2830

https://virtual432.wordpress.com/2017/11/22/debian-how-to-use-relay-smtp-office365-with-postfix/



https://virtual432.wordpress.com/2017/11/22/debian-how-to-use-relay-smtp-office365-with-postfix/
https://perhonen.fr/blog/2016/05/configurer-postfix-avec-le-smtp-office365-2830
https://www.formatux.fr/formatux-services/module-070-postfix/index.html
https://antoinepernot.fr/articles/installation-mail#1
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GNU Free Documentation licence
Version 1.3, 3 November 2008

Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work, while not being considered
responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing the same
freedoms that the software does. But this License is not limited to software manuals; it can be used
for any textual work, regardless of subject matter or whether it is published as a printed book. We
recommend this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by
the copyright holder saying it can be distributed under the terms of this License. Such a notice
grants a world-wide, royalty-free license, unlimited in duration, to use that work under the
conditions stated herein. The "Document"”, below, refers to any such manual or work. Any member
of the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or
distribute the work in a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it,
either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document's
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
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explain any mathematics.) The relationship could be a matter of historical connection with the
subject or with related matters, or of legal, commercial, philosophical, ethical or political position
regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those
of Invariant Sections, in the notice that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not allowed to be designated as
Invariant. The Document may contain zero Invariant Sections. If the Document does not identify
any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-
Cover Texts, in the notice that says that the Document is released under this License. A Front-Cover
Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format
whose specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint
programs or (for drawings) some widely available drawing editor, and that is suitable for input to
text formatters or for automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format whose markup, or absence of
markup, has been arranged to thwart or discourage subsequent modification by readers is not
Transparent. An image format is not Transparent if used for any substantial amount of text. A copy
that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-
conforming simple HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary formats
that can be read and edited only by proprietary word processors, SGML or XML for which the DTD
and/or processing tools are not generally available, and the machine-generated HTML, PostScript or
PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are
needed to hold, legibly, the material this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means the text near the most
prominent appearance of the work's title, preceding the beginning of the body of the text.

The "publisher" means any person or entity that distributes copies of the Document to the public.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely
XYZ or contains XYZ in parentheses following text that translates XYZ in another language. (Here
XYZ stands for a specific section name mentioned below, such as "Acknowledgements",
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"Dedications", "Endorsements", or "History".) To "Preserve the Title" of such a section when you
modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in
this License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or
noncommercially, provided that this License, the copyright notices, and the license notice saying
this License applies to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use technical measures to obstruct or
control the reading or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough number of copies you
must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display
copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the
Document, numbering more than 100, and the Document's license notice requires Cover Texts, you
must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover
Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly
and legibly identify you as the publisher of these copies. The front cover must present the full title
with all words of the title equally prominent and visible. You may add other material on the covers
in addition. Copying with changes limited to the covers, as long as they preserve the title of the
Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones
listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must
either include a machine-readable Transparent copy along with each Opaque copy, or state in or
with each Opaque copy a computer-network location from which the general network-using public
has access to download using public-standard network protocols a complete Transparent copy of the
Document, free of added material. If you use the latter option, you must take reasonably prudent
steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent
copy will remain thus accessible at the stated location until at least one year after the last time you
distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.
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It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an updated
version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2
and 3 above, provided that you release the Modified Version under precisely this License, with the
Modified Version filling the role of the Document, thus licensing distribution and modification of
the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

* A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document,
and from those of previous versions (which should, if there were any, be listed in the History
section of the Document). You may use the same title as a previous version if the original
publisher of that version gives permission.

* B. List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of the
principal authors of the Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

* C. State on the Title page the name of the publisher of the Modified Version, as the
publisher.

* D. Preserve all the copyright notices of the Document.

* E. Add an appropriate copyright notice for your modifications adjacent to the other
copyright notices.

* F. Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form shown in
the Addendum below.

* G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts
given in the Document's license notice.

* H. Include an unaltered copy of this License.

* [ Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at
least the title, year, new authors, and publisher of the Modified Version as given on the Title
Page. If there is no section Entitled "History" in the Document, create one stating the title,
year, authors, and publisher of the Document as given on its Title Page, then add an item
describing the Modified Version as stated in the previous sentence.

» J. Preserve the network location, if any, given in the Document for public access to a
Transparent copy of the Document, and likewise the network locations given in the
Document for previous versions it was based on. These may be placed in the "History"
section. You may omit a network location for a work that was published at least four years
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before the Document itself, or if the original publisher of the version it refers to gives
permission.

* K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the
section, and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

e L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their
titles. Section numbers or the equivalent are not considered part of the section titles.

* M. Delete any section Entitled "Endorsements". Such a section may not be included in the
Modified Version.

* N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title
with any Invariant Section.

* O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate
some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections
in the Modified Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of
your Modified Version by various parties—for example, statements of peer review or that the text
has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words
as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one
passage of Front-Cover Text and one of Back-Cover Text may be added by (or through
arrangements made by) any one entity. If the Document already includes a cover text for the same
cover, previously added by you or by arrangement made by the same entity you are acting on behalf
of, you may not add another; but you may replace the old one, on explicit permission from the
previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all
of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant
Sections of your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same
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name but different contents, make the title of each such section unique by adding at the end of it, in
parentheses, the name of the original author or publisher of that section if known, or else a unique
number. Make the same adjustment to the section titles in the list of Invariant Sections in the license
notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original
documents, forming one section Entitled "History"; likewise combine any sections Entitled
"Acknowledgements", and any sections Entitled "Dedications”. You must delete all sections
Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single
copy that is included in the collection, provided that you follow the rules of this License for
verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this
License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the
copyright resulting from the compilation is not used to limit the legal rights of the compilation's
users beyond what the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not themselves derivative
works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed
on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if
the Document is in electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include translations of some or all Invariant
Sections in addition to the original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the Document, and any Warranty
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Disclaimers, provided that you also include the original English version of this License and the
original versions of those notices and disclaimers. In case of a disagreement between the translation
and the original version of this License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual
title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense, or distribute it is void, and
will automatically terminate your rights under this License.

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifies you of the violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that copyright holder, and you cure
the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, receipt of a copy of some or all of the same material does not give you any
rights to use it.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that
a particular numbered version of this License "or any later version" applies to it, you have the
option of following the terms and conditions either of that specified version or of any later version
that has been published (not as a draft) by the Free Software Foundation. If the Document does not
specify a version number of this License, you may choose any version ever published (not as a
draft) by the Free Software Foundation. If the Document specifies that a proxy can decide which
future versions of this License can be used, that proxy's public statement of acceptance of a version
permanently authorizes you to choose that version for the Document.
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11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any World Wide Web server that
publishes copyrightable works and also provides prominent facilities for anybody to edit those
works. A public wiki that anybody can edit is an example of such a server. A "Massive Multiauthor
Collaboration" (or "MMC") contained in the site means any set of copyrightable works thus
published on the MMC site.

"CC-BY-SA" means the Creative Commons Attribution-Share Alike 3.0 license published by
Creative Commons Corporation, a not-for-profit corporation with a principal place of business in
San Francisco, California, as well as future copyleft versions of that license published by that same
organization.

"Incorporate" means to publish or republish a Document, in whole or in part, as part of another
Document.

An MMC is "eligible for relicensing" if it is licensed under this License, and if all works that were
first published under this License somewhere other than this MMC, and subsequently incorporated
in whole or in part into the MMC, (1) had no cover texts or invariant sections, and (2) were thus
incorporated prior to November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY-SA on the
same site at any time before August 1, 2009, provided the MMC is eligible for relicensing.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document
and put the following copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.3

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with ...
Texts." line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge
those two alternatives to suit the situation. If your document contains nontrivial examples of
program code, we recommend releasing these examples in parallel under your choice of free
software license, such as the GNU General Public License, to permit their use in free software.
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